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NTR Internal Data Sharing Statement 
Name of project
UNDERSIGNED:
	Name of investigator:
	……

	Position:
	……

	Department:
	……

	Faculty:
	……

	E-mail:
	…@vu.nl or …@student.vu.nl

	NTR data access committee reference number
	NTR-DSR-####



The VU has the legal obligation to handle (personal) data with the upmost care. As an employee or a student working on a B- or M-thesis, you play an important role in this. This statement describes the usage rules of good and safe handling of data from the Netherlands Twin Register (NTR).
General
1.1 Read the terms for collaboration stated in the “Procedures for (inter)national collaborators submitting applications for research with NTR data or biological samples” and act according to these terms.
1.2 Only conduct research/analyses as described in the analysis plan of your approved data access request (NTR-DSR-####). New use of the biological samples, genotype or phenotype data (hereafter “Data”) will require submission of a new application; substantive modification of the original plan also requires submission of an amendment to the application.
Usage rules
1.3 Handle the Data with upmost care and act in accordance with the instructions given by the VU.
1.4 Prevent incorrect or unauthorized use of the Data.
1.5 Do not use the Data to identify or contact individual participants.
1.6 Do not link the Data to any other data or database unless this has been approved by the NTR data access request committee.
1.7 Note that as an employee of the VU you have a confidentiality obligation as described in the Collective Labour Agreement for Dutch Universities (Article 1.16 CAO NU).
1.8 Note that as a student of the VU you have a confidentiality obligation as described in the ICT Facilities regulations for students of Vrije Universiteit Amsterdam (Article 4.9).



Publication
1.9 All publications must be approved by the NTR co-authors before submission. 
1.10 All resulting papers using NTR data must acknowledge NTR funding in the paper: (depending on the data used, details should be obtained from the NTR contact person listed on the data access request).
1.11 When measurements in biological samples or analyses of the Data result in newly estimated variables at an individual level (e.g. haplotypes, new phenotypes), then these new variables must be submitted for archiving (please contact NTR data management for details, ntr.datamanagement.fgb@vu.nl). This must be done no later than the related paper will be submitted for publication. 
Destruction of Data
1.12 NTR data management maintains a copy of the data set delivered to you. After the resulting paper has been published, you must delete the Data, including newly estimated variables at an individual level, on all your local storage, whilst maintaining all scripts and documentation required for replication of the results, when the original raw data are reissued to you.
Information security
1.13 Be aware that information security starts with you.
1.14 As an employee, act according the “ICT Facilities regulations for staff of Vrije Universiteit Amsterdam”.
1.15 As a student, act according the “ICT Facilities regulations for students of Vrije Universiteit Amsterdam”.
1.16 Maintain appropriate control over the Data and do not distribute Data in any form to any entity or individual without written approval by the NTR data access request committee
1.17 Only store the Data and any keys linking these databases on a computer with adequate security controls. Also comply with the following:
a. Do not store the Data on unencrypted storage devices such as USB-sticks or mobile hard disks. 
b. Make sure that the storage of the computer that you work on is encrypted (on Windows with Bitlocker and on Mac OS X with Filevault) or store data only on an encrypted USB stick. If you have a question on this topic contact the IT Servicedesk (Servicedesk.it@vu.nl).
c. Make sure the operating system and software on your computer is up to date.
d. Use strong passwords and never share these.
e. Do not use public WiFi-networks when working with the Data.
f. Always lock your computer when you leave it.
g. Do not print the individual Data.



1.18 Promptly report (possible) incidents relating to the Data to the IT Service Desk via servicedesk.it@vu.nl or 020-5980000.

‘Incidents’ shall in any case include (a suspicion of):
a. loss or theft of login details;
b. loss or theft of ICT facilities, such as a computer, telephone or USB drive;
c. unauthorized access to ICT facilities, such as a computer, telephone or USB drive;
d. unauthorized or unintentional corruption, publication or amendment of or unintentional access to the Data;
e. the presence of harmful software, including a virus, Trojan, spyware, malware; or
f. a phishing attack.
I hereby declare that:
1. I have read and I understand this document.
2. I will use the Data according to these rules and obligations. When I am in doubt or when I have a question, I will contact the NTR data access committee, ntr.datamanagement.fgb@vu.nl.
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Position: ……
Town/city: ……


Date: __________________________
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